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Context 

 

This paper describes the scope of and progress in the ongoing United Nations Educational, 

Scientific and Cultural Organization (UNESCO) project Taking forward multistakeholder 

participation in Internet governance, which has been generously supported by the Internet 

Society (ISOC) and Internet Corporation for Assigned Names and Numbers (ICANN). This 

paper builds on a scoping paper presented at the Internet Governance Forum (IGF) in 

Guadalajara, Mexico, in December 2016.1  

 

The Project supports UNESCO’s ‘Internet Universality’ framework, which helps to identify 

how the Internet can help to construct global knowledge societies by calling for decision-

making about Internet-related issues to respect four values summarised by the acronym 

R.O.A.M., namely: human rights-based; open; accessible to all; and with multistakeholder 

participation. The Project focuses on the fourth value by investigating the ways in which 

multistakeholder participation in Internet governance can support UNESCO’s work in general 

and the protection of the other R.O.A.M. principles in particular. 

 

Why study multistakeholder participation in Internet governance? 

 

In the Internet’s relatively short history, its governance has been defined in the Tunis Agenda 

of the World Summit on the Information Society (WSIS) as the ‘development and application 

by governments, the private sector and civil society, in their respective roles, of shared 

principles, norms, rules, decision-making procedures, and programmes that shape the 

evolution and use of the Internet.’2 This wide scope of governance (from principles to 

programmes) has become somewhat synonymous with participatory mechanisms and 

approaches of a multistakeholder nature, meaning a level of joint engagement by 

‘governments, the private sector and civil society’.  

 

																																																													
1 The scoping paper has not been published, but is available upon request (see contacts).  
2 WSIS, 2005. 
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Such ‘multistakeholder’ participation is itself a rather recent invention, although it may have 

a longer tradition as an ‘organizing principle and political practice’3 that is often tasked with 

acting as ‘a panacea to cure the well-known shortcomings and gaps of transnational 

governance’.4 It is also far from unique to Internet governance; with claims of its application 

and use especially prevalent in topics with cross-border or international relevance, including 

environmental protection, finance, human rights, and sustainable development, for example. 

Where the Internet is concerned, however, it is especially challenged by the complexity, 

volume and breadth of issues and stakeholders. An ongoing question therefore is the actual 

and desired combination of actors, which depends on context, capacity, interests, and the 

issues at hand as well as the desired outcomes by those involved in Internet governance. 

 

Multistakeholder participation is normally accompanied by principles like openness, 

transparency, and the equal participation of those affected in an issue. A core justification for 

these approaches is that they lead to ‘better, more inclusive Internet governance’5 that 

‘enhances transparency’ and helps decision-makers consider diverse viewpoints in a way that 

can even help to ‘deepen’ democracy.6 Many organizations and processes today claim to 

adhere to these principles and to therefore ‘be multistakeholder’ – especially in the field of 

Internet governance. Authors and stakeholders in fact warn that the notion of 

multistakeholder participation in Internet governance is at risk of becoming ‘overused’7 and 

evolving into, among other things, a mere slogan,8 a catchphrase,9 and/or a proxy10 for 

participation that is not quite as multistakeholder as it purports to be.  

 

Clearly, there are degrees of participation and a range of stakeholders involved. At heart, 

however, a common thread is that the Internet is not, and should not be, the business or 

preserve of a single actor. The notion of multistakeholder participation therefore is at 

minimum the prevention of capture by one interest group (for example, exclusive decision-

making by securocrats of security issues or by companies of privacy concerns; policymaking 

by developed countries to the disadvantage of their poorer counterparts; and control by men 

at the expense of women’s interests). 

 

																																																													
3 Hofmann, 2016:29.  
4 Ibid, 2016:44. 
5 Esterhuysen, 2011:58. 
6 de la Chapelle, 2011; Esterhuysen, 2011:58. 
7 GCIG, 2016:9. 
8 Belli, 2015:10. 
9 Verhulst, 2016:6. 
10 DeNardis, 2014. 
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Using this minimalistic understanding of ‘multistakeholderism’, it is possible to highlight 

some victorious examples of effective multistakeholder participation in Internet governance.11 

At the same time, discrepancies between the principle and the practice of multistakeholder 

participation have become increasingly noticeable. These discrepancies point to outcomes 

that disappoint and weaken legitimacy, and they are symptomatic of ‘incongruences between 

the ideals driving the process and the messy reality’.12 This reality is partly defined by 

challenges pertaining to the nature of the Internet itself – including multiple dimensions and 

sites of ‘principles, norms, rules, decision-making procedures, and programmes’, as well as 

issues of jurisdiction and enforcement, scale, and the pace at which the network evolves. 

There is disagreement about, for instance, what the definition of multistakeholder 

participation is or should be, the scope and unequal nature  of participation, the (in)ability to 

reach consensus, the relationship between consultative or advisory processes and those which 

reach concrete conclusions that will be implemented, and attempts to establish legitimacy, as 

well as the increasing number of stakeholders and complexity of challenges involved as the 

Internet becomes more central to everyday life. 

 

Failure to address some of the challenges affecting multistakeholder participation in Internet 

governance, its expectations and its credibility, could have negative consequences for the 

future of the Internet and its developmental potential. A certain level of global cooperation is 

arguably required to keep the Internet operational and from fracturing or ‘splintering’,13 for 

instance. More and more governance issues are also being decided at regional and national 

level, which could also damage the Internet in the absence of cooperation amongst relevant 

actors. Further and systematic research is therefore needed to bolster multistakeholder 

participation in Internet governance and to render it less susceptible to misappropriation 

and/or capture.  

 

UNESCO’s efforts to understand multistakeholder participation   

 

Keeping these and related challenges in mind, UNESCO is investigating the ways in which the 

concept of multistakeholder participation has been manifested in certain Internet governance 

scenarios since it was first explicitly recognized by the WSIS in 2005. Its work not only 

consists of a review of literature relevant to the principle of multistakeholder participation in 

																																																													
11 A recent example is that of the successful IANA transition in 2016, or that of the oft-cited NETmundial meeting in 2014.  
12 Hofmann, 2016:32. 
13 c.f. World Bank, 2016:296; Drake, Cerf & Kleinwächter, 2016.  
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particularly Internet governance, but also to how it has been applied in a few diverse cases in 

practice. UNESCO’s analysis of these cases and the literature extends to the challenges 

currently facing the notion of multistakeholder participation where the Internet is concerned, 

along with possible options for future action to strengthen multistakeholder participation in 

Internet governance.  

 

Due to the primary focus of UNESCO’s work, the case studies that support this work focus 

primarily on examples of multistakeholder participation in Internet governance that are or 

were conducted with the aim of supporting Internet Universality (including the need for 

openness, accessibility, and a human rights-based Internet as per UNESCO’s R.O.A.M. 

principles). As far as was reasonably possible, different types of cases were selected, including 

cases diverse in terms of levels of governance (international, regional, national), type of 

participation (e.g. advisory, public policy process, litigation), and region. The selected cases 

are: 

 

• The Kenya ICT Action Network (KICTANet), illustrating an institution’s efforts to promote 

multistakeholder participation in ICT governance in Kenya; 

• The Marco Civil da Internet, illustrating multistakeholder participation in a human rights-

related policy development process in Brazil; 

• A constitutional challenge in South Korea, illustrating how multiple stakeholders 

collaborated to challenge a ‘real name’ verification policy and defend online anonymity; 

and 

• The IGF best practice forum (BPF) on Gender, illustrating how a global, multistakeholder, 

community worked together to promote and protect women’s safe and meaningful access 

to and use of the Internet. 

 

The case studies were conducted through desktop research and a combination of interviews 

and focus groups. Brief summaries of some of the salient points of each of these cases are 

provided below before listing UNESCO’s next steps for the Project. 
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CASE 1: KICTANet’s efforts to promote national multistakeholder participation 

(Kenya)14 

 

One noteworthy example of national Internet governance can be found in Kenya, which 

today is regarded as a leading developing country participant in the global Internet 

governance field and has one of the most vibrant Internet governance communities in Africa. 

It also hosts an oft lauded multistakeholder platform for deliberation on policy and other 

developments pertaining to the ICT sector, namely KICTANet.  

 

In the early 2000s it became clear that Kenya needed a new national ICT policy framework 

that would not only deepen liberalisation efforts, but would be more capable of addressing 

key challenges like convergence in the sector.15 Yet the civil society and private sector 

stakeholders who could work with and lobby government for such a framework were ‘pulling 

in different directions’.16 With the specific aim of better collaborating to develop an ICT policy 

framework, KICTANet was created in October 2004 as a loose alliance  with participants from 

the media, business, civil society, academic, and development sectors. It was designed to ‘be 

multistakeholder’ due to the ‘perceived strength and effectiveness in joint collaborative policy 

advocacy activities, which would be based on pooling skills and resources’.17  

 

In addition to the ‘catalytic’ role KICTANet played in facilitating the development of an ICT 

policy framework in Kenya in a participatory, open manner,18 the network quickly achieved 

trust and social legitimacy among policymakers, international institutions, and the general 

Kenyan public. It became influential in creating opportunities for engagement and raising 

awareness of Internet governance,19 for example by launching, in 2008, both the first regional 

IGF, the East African IGF, as well as the Kenyan IGF, which it continues to organize. By 

furthermore managing a website and mailing list with almost 800 participants from diverse 

stakeholder groups today, KICTANet has been described as ‘perhaps the biggest virtual 

convener of ICT stakeholders in Kenya’.20   

 

																																																													
14 This case study is informed by desktop research and comments from various stakeholders who had been and remain involved 
in KICTANet’s work. Interviews were conducted with Rachel Alwala; Grace Bomu; Grace Githaiga; Tina James; Mwenda Kivuvu; 
Alice Munyua; Prof Bitake Ndemo; and John Walubengo. Full details in final report.  
15 Mureithi, 2007:6; APC, 2007:165; Adam, James, Munyua & Wanjira, 2007:6. 
16 Adam, James, Munyua & Wanjira, 2007:28. 
17 Adam et al., 2007:26. 
18 Interview, Walubengo, 2017; Adam et al., 2007:6. 
19 Interview, James, 2017; Interview, Githaiga, 2017; Interview, Mutung’u, 2017; Souter & Keretts-Makau, 2012:50-53. 
20 Sambuli, Maina & Kamau, 2016:17. 
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Despite its erstwhile success and prominence, some informants feel that participation in 

KICTANet is becoming less diverse today, and there is uncertainty about whether the network 

has indeed remained relevant. Its actual impact on policies, laws, regulations and practices by 

government and private actors merits more analysis, along with whether KICTANet remains a 

platform for all stakeholders or mostly civil society stakeholders.  

 

CASE 2: Multistakeholder participation in a policy development process (Brazil)21 

 

Another example of multistakeholder participation in Internet governance at a national level 

can be found in Brazil. The Marco Civil da Internet, otherwise known as the Brazilian Internet 

Bill of Rights or the Brazilian Civil Rights Framework for the Internet, was the first legislation 

worldwide to attempt to regulate the Internet from a human rights perspective and directly 

relates to UNESCO’s focus on promoting a human rights-based Internet.  

 

The Brazilian experience of developing Marco Civil furthermore provides a good example of 

how the Internet itself can be used as a platform for greater stakeholder engagement in 

policymaking. But it is also – as some participants pointed out during a focus group – a very 

Brazilian process that was shaped by the country’s unique history and noteworthy prior 

experience with multistakeholder participation in Internet governance (especially through the 

Brazilian Internet Steering Committee (CGI.br)), the existing political situation in Brazil and 

globally, and the prominence and dedication of local civil society stakeholder groups. 

 

Marco Civil emerged as rights-based response to a cybercrime bill which threatened to 

criminalise a vast array of online activities. It can be defined by an explicit focus on online 

collaboration and participation,22 receiving more than 2000 comments from stakeholders 

during two opportunities for public input. After extensive public consultation, the Marco Civil 

was introduced in the National Congress in August 2011, but only resurfaced in 2013 when 

allegations regarding pervasive online surveillance were made by Edward Snowden. In 

September 2013, then-President Dilma Rousseff decided that the Bill should be tabled with 

constitutional urgency. The Marco Civil was finally sanctioned as law on 23 April 2014 

																																																													
21 The case study was prepared with assistance and support from Louise Marie Hurel, a researcher at the Center for Technology 
and Society at FGV, Brazil. It was to a large extent informed by comments collected during a dedicated focus group held at the 
IGF 2016 in Guadalajara, Mexico, including stakeholders Carlos Affonso Souza, Guilherme Canela de Souza Godoi, Laura Tresca, 
Marcel Leonardi, Marcelo Saldanho, Marília Maciel, Raquel Gatto, and Mario Viola. Full details in final report. 
22 Lemos, Steibel, de Souza & Nolasco, 2015. 
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during the NETmundial conference, a multistakeholder international meeting on Internet 

governance.  

 

Despite valuable lessons for multistakeholder participation that can be learnt from Brazil, the 

Marco Civil’s ability to protect digital rights online in Brazil remains to be seen, and is to a 

large extent dependent on how it will be applied and implemented. In July 2016, for 

instance, a judge ordered that WhatsApp had to be blocked after Facebook declined to 

provide chat logs related to a criminal investigation. While the ban was lifted hours later by 

Brazil’s Supreme Court upon an urgent petition from the Popular Socialist Party,23 on three 

prior occasions similar bans of WhatsApp were upheld and implemented for up to three days.  

 

This example illustrates the need for ongoing multistakeholder collaboration and momentum 

in Brazil to ensure that the Marco Civil is implemented in ways that protect and uphold the 

spirit and purpose of the legislation – namely the protection of human rights online.  

 

CASE 3: The constitutional challenge of a ‘real name’ verification policy24 

 

A constitutional challenge in the Republic of South Korea also illustrates the importance of 

having strong institutions like an independent judiciary to protect human rights online. Not 

only does this case proffer a compelling case from the perspective of how online anonymity 

was dealt with in the context of protecting human rights online and offline, but also – and 

more importantly to this study – because of the way in which stakeholders collaborated to 

bring this challenge before the Constitutional Court of South Korea.  

 

In 2008, all major website operators in South Korea were compelled by legislation to collect, 

verify, and store personal identification details from any user wanting to post anything on 

their platforms. At more or less the same time, various South Korean Internet stakeholders – 

including academics, the business community, technical community, civil society, and 

participants from the legal community – started having frequent, informal meetings to discuss 

Internet policies and related issues; including the user verification provisions. 

 

																																																													
23 Supremo Terminal Federal, 2016 (in Spanish).  
24 This case study was to a large extent informed by desktop research and interviews conducted via Skype and Google Hangouts 
with Prof K.S. Park, Prof Keechang Kim, and Jae-Hoon Chung. Full details in final report. 
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The provisions were reportedly promulgated following a series of protests25 in South Korea 

which were accompanied by online criticism of government policies,26 incidents of 

cyberbullying, and general ‘social issues caused by online slanders’.27 Similarly to the 

Brazilian context that eventually led to the promulgation of the Marco Civil, the provisions 

therefore amounted to a legislative response to growing concerns about online crime and 

expression. Unlike the Brazilian context, however, South Korea had limited prior experience 

of multistakeholder participation in (Internet) governance. One Project informant explains 

that there is no convenient translation in Korean for the term ‘multistakeholder’,28 while 

another notes that the term ‘multistakeholder’ had never actually been heard by most of the 

parties who were involved in the challenge until well after the Court’s ruling.29 

 

When YouTube was forced to disable its Korean page to ensure compliance with the 

provisions, the aforementioned informal group of stakeholders decided that the only way 

forward would be for them to collectively challenge the provisions in the country’s 

Constitutional Court. In January 2010, a constitutional challenge was filed and participants 

from various stakeholder groups collaborated to convince the Court of the unconstitutionality 

of the provisions from a diversity of perspectives. For instance, technical community 

stakeholders presented evidence to show how futile it was to try to identify users accurately; 

the business community provided data on the costs of establishing, storing, and managing 

identification systems safely; and civil society organizations presented concerns to the Court 

about the effects the provisions were having on fundamental rights.30  

 

There is disagreement among Project informants as to whether the constitutional challenge of 

the provisions amounted to an example of multistakeholder participation in Internet 

governance or not. One informant feels that the constitutional challenge was needed because 

the law had been ‘the exact opposite of the multistakeholder model’ because the provisions 

were ‘one-sided’ and ‘bulldozed through’ by government stakeholders with little or no 

consultation with the industry or other stakeholders. Another informant feels that the case is 

‘a great example of multistakeholder collaboration’ as it involved multiple stakeholders 

collaborating in a very natural manner because this was viewed the best way of convincing 

the Court of the different aspects involved in regulating online content. He argues that 

																																																													
25 Choe, 2012.  
26 The Economist, 2011; Fitzpatrick, 2008. 
27 Cho & Kim, 2012:3042. 
28 Interview, Kim, 2017. 
29 Interview, Park, 2017. The Constitutional Court also did not refer to the term.  
30 Interviews, Chung, 2017; Kim, 2017; Park, 2016.  
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multistakeholder participation ‘should not be a straightjacket’ just because not all traditional 

stakeholder groups (e.g. government) did not participate amicably in the court process.   

 

The South Korean case is useful not only because of what it shows about balancing human 

rights online, but also because it introduces interesting considerations about when a process 

can be considered multistakeholder and whether a judiciary can be regarded as a stakeholder 

for the purposes of multistakeholder participation in Internet governance. The case also 

presents questions pertaining to whether multistakeholder participation can emerge as a 

reactive response to a single issue, as compared to pro-active and pre-emptive efforts across 

several issues; along with the extent to which a successful experience can stimulate the 

development of a culture of multistakeholder participation more broadly, which can address 

potential contentious matters pre-emptively in the future.  

 

CASE 4: A global multistakeholder initiative  

 

Another case in which informants stressed the importance of not being constrained to 

traditional, straightjacket stakeholder classifications31 is the case of the IGF’s best practice 

forum (BPF) on Gender.32 The case also illustrates the difficulties of promoting 

multistakeholder participation in Internet governance when contentious or potentially 

controversial topics are involved.  

 

As a body tasked with discussing public policy issues related to Internet governance in a 

multistakeholder way, any study on the evolution of multistakeholder participation in 

Internet governance would be somewhat remiss if it did not consider the IGF. The IGF’s BPF 

on Gender, more specifically, was selected for this Project due to its global focus, gender 

dimension, broader public policy emphasis,33 and because it introduces important 

considerations pertaining to how multistakeholder participation is affected when what may 

be called ‘malicious actors’ start to participate in an Internet governance process or activity in 

a mala fide manner.  

  

																																																													
31 Interview, St Amour, 2017. 
32 This case study was to a large extent informed by comments gathered during a dedicated focus group held at IGF 2016 with 
participants Ritu Strivastava, Sara Baker, Jac SM Kee, Louise Marie Hurel, and Janis Kārklinš. Further interviews were conducted 
via Skype with Lynn St. Amour (IGF MAG chair, 2016 & 2017), Katharina Jens, and Zakir Syed. Full details in final report. Note 
that the author acted as the consultant rapporteur for the BPF Gender in 2015 and 2016. This fact was known by all participants 
in the focus groups and interviews. 
33 Most the BPFs have a more technical focus.  
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In 2015 and 2016, the BPF Gender aimed to provide an open and inclusive multistakeholder 

platform for the exchange of information by adopting a semi-structured methodology to 

introduce the topic to stakeholders, to welcome broader participation in its work, to define 

the scope of the BPF’s priorities, and to investigate the topic and produce annual outcome 

reports.  In 2015, the BPF made use of Twitter to gather input from more stakeholders on an 

aspect of its work. As a result, the BPF and its participants became the targets of ‘bad actors’ 

who were critical of the BPF’s work and disbelieving of its objectives. Over one weekend, 

more than 25,000 tweets and retweets were sent under a specific hashtag used by the BPF to 

gather input. Informants point out that the content and messages were largely threatening, 

misogynistic, sometimes xenophobic, and often contained graphic images of sexualised 

violence.  

 

Because of the IGF’s values of transparency and openness, the BPF published all working 

materials (including meeting recordings, summaries, draft reports, and correspondence) on 

the IGF’s website, where it became a valuable resource for stakeholders who were unable to 

attend a call.34 These materials also, however, provided the actors with ample content that 

was mostly taken out of context. As one participant points out: ‘The BPF’s values of openness 

and transparency backfired and were abused to supply fodder against us.’  

 

One informant notes that the interaction had negative effects for the multistakeholder nature 

of the BPF. Volunteers who had been intricately involved stopped participating because they 

believed the BPF was now ‘a hostile space’. Another participant notes that the incident 

‘definitely had an effect of silencing people’ and ‘chilling speech’. She takes the view that it is 

problematic that the threat of such incidents may make groups like the BPF weary of tackling 

controversial topics, and more likely to choose ‘condoned’ topics that ‘won’t rock the boat’.  

 

The case of the IGF’s BPF Gender illustrates the difficulties of promoting multistakeholder 

participation in Internet governance when contentious topics are involved. It also shows the 

potential chilling effects that the participation of ‘bad’ actors might have on a volunteer-

driven, multistakeholder process. In that sense, it demonstrates the need to sometimes 

balance the values of openness and transparency often cherished in multistakeholder 

participatory processes with the need to also protect the safety and privacy of participants.  

 

																																																													
34 St Amour, interview, 2017.  
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UNESCO’S NEXT STEPS 

 

In addition to finalising the mapping of theory pertaining to multistakeholder participation in 

Internet governance and elaborating on each of the four cases summarised above to learn 

more about multistakeholder participation in practice, UNESCO is in the process of 

identifying good practices that have had a positive impact on policymaking, and will extract 

lessons to create a basis for shared understanding of the meaning, benefits, and limits of 

multistakeholder participation in Internet governance. The study thus far highlights how 

Internet governance via multistakeholder participation is a work in progress, and one which 

continues to evolve in uneven forms and outcomes in different contexts. 

 

The Project ultimately supports the development of not only a common norm but also 

measurement indicators that can be applied in Internet governance. To this extent, the Project 

builds on the UNESCO’s R.O.A.M. principles and Media Development Indicators (MDI)35 

respectively. The initiative to develop Internet indicators is also more broadly part of UNESCO’s 

mandate to promote ‘the free flow of ideas by word and image’, and related work to foster 

knowledge societies including free, independent and pluralistic media in print, broadcast and 

online. Accordingly, this initiative intends to strengthen the existing work carried out by UNESCO 

in recent years in developing indicators to measure media development.  

 

 

CONTACTS 

 

Input on the process and Project, which runs until May 2017, is welcomed.  

 

For further particulars, please contact: 

 

Ms Anri van der Spuy, UNESCO-commissioned expert (anri@avds.consulting) 

 
  

																																																													
35 UNESCO, 2008. 
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