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ABSTRACT
EPAL is a Portuguese centenary utility that supplies drinking water to three million people in 35
municipalities in the Lisbon region.
In last decade, EPAL and Cranfield University jointly developed several initiatives seeking to
improve EPAL’s Risk and Resilience capabilities, including the development of a PhD “in house”. This
proved to be an excellent means to establish the liason between science and practice. With the PhD
thesis supervised by Prof. Simon Pollard, EPAL developed a novel approach for strategic risk
management in water utilities linking risk and futures. This methodology was recognized by the IWA
(PIA honor award) and won the Biennial Prize of the Portuguese Association of Water Resources.
Here, we will present the novel approach. Notably, we highlight how a set of smart solutions
developed and/or used by EPAL – e.g.: system for network efficiency, 100% energy sustainable, asset
management system, real time water quality monitoring, … – act as “barriers” that prevent harms to the
strategic objectives of EPAL from happening or that lower the respective consequences, should they
happen. Furthermore, we show how climate change adaptation revealed to be a key-driver for shaping
future scenarios, alongside other drivers such as consumption patterns, technology development, the
state of economy, etc.
We believe this approach can be adopted by other entities with management roles in megacities, contributing to leverage their pathway towards resilience.
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INTRODUCTION

EPAL is the oldest and largest water supply utility in Portugal. Founded in 1868, EPAL is
responsible for the bulk supply of drinking water to around three million people in 35 municipalities in
the Lisbon region and for direct supply in the city of Lisbon. Since 2015, EPAL has also been responsible
for managing AdVT – Águas do Vale do Tejo, a concession providing water and wastewater services to
around one million people in the central region of Portugal. The area covered by the EPAL and AdVT
systems equates to around 33% of the Portuguese territory.
EPAL’s supply system includes two surface water sources, located at Castelo do Bode dam on
the River Zêzere and at Valada-Tejo (River Tagus), each being associated with two conventional water
treatment plants. The system also includes 20 groundwater sources, 40 water storage tanks, 38
pumping stations and 23 chlorination/ rechlorination facilities. The bulk water supply system consists of
around 750 km of mains whilst the Lisbon distribution network extends to 1,450 km. The maximum
production capacity is greater than one million m3/day with a maximum supply capacity of 750,000
m3/day. The annual average global production is 222 million m3/year and non-revenue water was 22
million m3 in 2019.
At present, EPAL has around 650 employees, whilst revenue in 2019 was 167.0 million euros,
leading to a profit of 52.5 million euros.
This paper is about how EPAL has developed a novel approach for strategic risk management,
in which several existing smart solutions developed and/or used by EPAL – e.g.: system for network
efficiency, 100% energy sustainable, asset management system, real time water quality monitoring, …
– act as “barriers” that prevent harms to the strategic objectives of EPAL from happening or that lower
the respective consequences, should they happen. Furthermore, we show how climate change
adaptation revealed to be a key-driver for shaping future scenarios, alongside other drivers such as
consumption patterns, technology development, state of the economy, etc.
This methodology was developed within the context of the first author’s “in house” PhD (Luís,
2014), supervised by Prof. Simon Pollard from Cranfield University. In fact, along last decade, EPAL
and Cranfield University jointly developed several initiatives seeking to improve EPAL’s Risk and
Resilience capabilities.

2

METHODS

This research employed an action-oriented approach, necessarily involving various levels of the
organization (Coghlan and Brannick, 2005). Therefore, research design was modelled throughout the
research – despite main milestones having been set out in advance, many of the intermediate steps
have been guided from the outcomes of the experimentation at EPAL, which led to new, subsequent
reframing of the research design.
The research questions were: “How can an integrated strategic risk assessment be set up? Is it
possible to reassess baseline risks within the context of future scenarios? How?”
To answer these questions, several methods have been applied, namely brainstorming, expert
elicitation/workshops, interviews and document analysis, semi-quantitative risk matrices, cognitive
mapping, PESTLE analysis and morphological analysis. Underlying each of these methods, different
analytical and synthetic strategies have been followed, such as memoing, drawing of integrative
diagrams and writing of narratives. These methods are further described in Luís et al. (2015, 2016).

3

RESULTS

The novel approach that resulted from the research is based on two major phases with three
steps each, as shown in Figure 1: (i) knowledge (identification, analysis and evaluation) of the risks in
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the present - baseline risk assessment; and (ii) evolution of the same risks in the future, through the
construction of future scenarios.

Figure 1 - The novel holistic approach linking strategic risks assessment and
Futures (Luís, 2014)

3.1 OUTCOMES OF THE FIRST PHASE - STRATEGIC RISKS’ ASSESSMENT IN THE PRESENT
The outcomes of the first phase – Strategic Risks’ assessment in the present – include
identification of six corporate objectives (Figure 2); the design of an influence diagram (Figures 3)
incorporating 29 events, 20 exposures and 12 harms to those objectives; the identification of 43 barriers
along the pathways to risk; a supporting database with 66 records containing relevant information about
the components of the influence diagram; and the elaboration of a “heatmap” (Figure 4) to allow the
comparison of the strategic risks' evaluation, complemented by a narrative per each risk.

Figure 2 – Strategic objectives identified for EPAL (financial, operational and reputational)
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Figure 3 – Influence diagram, colored according to the likelihood of the events, exposures and
harms

Figure 4 – Heat map
The influence diagram is the key-feature of the novel approach. In fact, it allows to visualize, in
one single page, how the different events and the corresponding degree of exposure may harm the
accomplishment of the strategic corporate objectives. By assessing the likelihood of the events and the
robustness of the barriers along the pathway, it is possible to determine the likelihood and consequence
of those harms, thus, the strategic risks.
A close look at the influence diagram shows that smart technologies (marked with a red circle)
play a significant role as “barriers” that prevent harms to the strategic objectives of EPAL from happening
or that lower the respective consequences, should they happen. In the following paragraphs, we
describe some of these “barriers”.
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Asset Management / Information Management
EPAL developed an Integrated Asset Management Model (Serranito et al., 2009) based on a
methodological approach, within a framework of organisation, processes, data, information and
information systems, so that decision support tools may be developed and applied in order to optimise
asset return and increase value. To achieve these goals over the different stages of the assets life cycle,
EPAL set out numerous initiatives, including:
 Adaptation of its organisational structure;
 Organization of financial and operational asset related data, making it available to the
company on a centralised portal with periodic reviews of KPIs associated with asset
performance, cost and risk;
 Reorganization of the base structures of the Information Systems where the financial (ERP),
technical (MAXIMO) and geographical (Geomedia GIS) registers reside, in order to enable
correspondence among them for each asset or group of assets.
The implementation of an asset management approach required a parallel vision for information
management (Capela et al., 2015). In fact, the main tasks of the Asset Management division are to
develop mechanisms to support decision-making, which depend on the availability of information whilst
they, in turn, are themselves producers of information.
It was first necessary to standardise concepts and to define a standard structuring for assets
and their locations in the information systems. An intranet portal have been created to centralise and
disseminate asset-related information within EPAL. A new Business Intelligence software (WPI) for data
integration and automatic production of KPI was developed at EPAL. To assess the condition of the
assets, a set of structured ‘Inspection’ approaches were implemented, which now make use of drones
to inspect difficult-to-access infrastructures. Infrastructure performance depends on its operational
functionality, and enhancements in the usage of the Maintenance Software made it currently possible
to associate maintenance plans and operations with assets. In the GIS it is also possible to record and
to georeference asset failures and failure modes, enabling spatial analyses to be made.
The criticality of each infrastructure was evaluated based on criteria such as redundancy and
representativeness to the system. This information is key for risk analyses undertaken to support
decision making associated with preparation of the annual investment plan, as asset criticality is directly
related to the magnitude of the consequences of them failing.
The developments regarding information management led to a significant improvement in the
collection, organisation, processing and making more relevant information available to the company.
The Information Portal, with specific technological tools, became the official source for providing
information about assets. The existence of a common database structure in the various information
systems allowed to combine different data sources, operational, maintenance, condition assessments,
energy consumption, asset criticality, amongst others in a more efficient and reliable way in order to
produce asset KPIs, many of which are reported to the regulator.
Smart Network Management, including Network Segmentation and Continuous Flow and Pressure
Monitoring (WONE, SCADA, WaterQI, Aquamatrix, Waterbeep)
In complex water supply systems as those in MegaCities, and to respond to the challenges
arising from the growing need to improve the levels of service provided to customers in a context of
constant change, it is essential to have technological systems that enable the collection, integration and
processing of operational data in order to make available useful and up-to-date information to support
the decision. Therefore, EPAL developed / implemented a set of technological tools, such as:


WONE – Water Optimization for Network Efficiency
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Water losses within distribution systems are a global problem, but reducing losses is economic
and environmental good practice. EPAL has successfully established capacity to resolve
problems associated with water losses through implementation of the Water Optimization for
Network Efficiency (WONE) project (EPAL Technical Editions, 2014a), resulting in a reduction
in Non-Revenue Water from a benchmark of 23.5% in 2005, to values of around 10% since
2013. The system is based on adapting methodologies established by the IWA and other
research entities, encompassing a combination of continuous network monitoring, performance
evaluation, hydraulic modelling, active leakage control, optimisation of leak repair times and
better asset management, overall efficiency and targeted network rehabilitation.
The WONE application, which was fully developed by EPAL, calculates the water balance for
each of the 160 DMAs in order to identify priority intervention zones and their respective
recoverable losses. Using 15-minute interval logged data from around 3,500 monitoring points,
a number of practical key performance indicators are calculated to support leakage identification
and detection activities. Associated with the DMA set-up process, outlined previously, has been
the application of telemetry to significant clients within Lisbon, using the same logic as applied
to DMA analysis. WONE has a cloud-based secure server, allowing unlimited access via the
principal internet browsers. The application produces a statistical analysis of both net and total
DMA daily total and nightline, using a minimum hour running mean calculation, whilst a range
of performance indicators are included.
The main objective of this software tool is to improve analysis of each DMA and the impact on
individual clients, responding to the need to characterise losses between EPAL and customer
networks, given that both incur losses. As a result, evaluation of customer-side efficiency has
been enhanced, as well as network efficiency by improving the quality of nightline data and
targeting of priority DMAs.


SCADA

EPAL has a Remote Management System (SCADA) which, through the use of computing and
communication technologies, allows remote supervision and operation of all drinking water
production processes, making operational decisions possible in good time, according to the
system status. SCADA centralises the operation of all operational facilities from source to the
final customer, encompassing extraction, treatment, transport and distribution, in both the bulk
and distribution networks.
EPAL has its own communications infrastructure, mainly fibre optic with radio redundancy, with
teams assigned to their management and operation. This gives additional levels of response
and security, which is particularly relevant considering the current escalation in international
terrorism.
By supervising all of the company's facilities and allowing immediate action on all controlled
equipment, SCADA permits identification and reduction in the effects of anomalies, such as
burst pipes, minimising water losses and disruption for customers and third parties. In addition,
improved knowledge regarding the volumes of water consumed, in conjunction with climatic
variables, allows predictive actions, optimising production and adjusting it in order to minimise
energy consumption, in particular through better management of the pump group operations in
relation to energy tariffs.



WATER QI
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Integration of maintenance in the control centre led to centralised management of interventions
in the distribution network, leading to increased infrastructure know-how and identification of
opportunities for improvement.
In this context, Water-QI was developed internally, consisting of an algorithm that identifies
suspension zones with a low service quality level that can be resolved with small investments,
based on criteria which are measurable and available in the information systems and an
evaluation matrix of defined risk over four performance levels.


AQUAMATRIX

EPAL developed its own customer relation management application in 1996 under the name
Aquamatrix. This has subsequently been systematically improved with mobility functions and
enhanced strategic, operational and tactical information.
The technical component includes control and execution of: processes related to residential
network and urban development projects, meter stock life-cycle management and registering of
all supply and/or billing locations, as well as integration of interfaces with other systems,
including ERP, GIS and WONE. The link to the GIS, which connects the operational area with
the customer, is particularly important, providing timely information regarding distribution
network interventions, including periods of supply suspensions.
On the commercial side, it encompasses task management related to meter reading, billing and
payments, especially the digital customer service desk and myAQUA application for
smartphones, which allows the customer to consult and manage their data for any number of
contracts, submit meter readings or consult invoices, for example.


WATERBEEP

Waterbeep is an innovative service through which it is possible to provide customers with
information about their water consumption, allowing them to optimise the use of water in their
homes or businesses.
This service also includes alerts, sent by sms and/or e-mail, warning of abnormal water
consumption and even possible bursts, therefore allowing the customer to minimise losses and
unnecessary use of water, thereby contributing to greater efficiency.


WATTWATER - Energy Management, including Energy Production

Energy consumption has always been a significant concern to EPAL, since this represents one
of the company’s biggest operational costs.
Given that electricity is used to pump water, EPAL has developed methods to maintain or reduce
consumption, in order to control this element of production costs. These actions are based on
the following principles: to use the most energy-efficient equipment available on the market, to
undertake adequate maintenance of such equipment, to implement operational practices which
aim for the best use of the electricity tariff in order to reduce costs and to optimize system
operability.
Therefore, all facilities supplied were equipped with meters connected to the energy supply
utility’s telemetry system. By using the utility’s on-line consultation system, it became possible
to obtain active and reactive power consumption data, power taken (at 15-minute intervals) and
load diagrams via the internet.
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In order to automate the majority of tasks, EPAL has developed “Wattwater”, a specific
application to collect all information automatically and prepare consumption and cost reports,
with daily updates.
Wattwater is therefore an on-line tool to support monitoring activities, including alert settings,
water supply system operational planning and can also be applied to wastewater drainage
systems. This software allows control of performance and analysis of trends in the main
variables associated with energy consumption, also providing consumption history as well the
calculation of performance indicators.
On the other hand, EPA has launched the Zero Energy Programme, which aims to achieve
energy neutrality by 2025, based on increasing efficient electricity consumption and self
production from renewable energy sources. This programme includes the installation of two
Hydroelectric Power turbines at Asseiceira Water Treatment Plant (WTP), making it the world’s
first 100% energy self-sustainable WTP.


RESILIENCE – Business continuity

The desire for more resilient water utilities and megacities has become an international keystone
of utility governance. In fact, as with all infrastructure systems, they have to operate in a complex
and dynamic environment, facing numerous unpredictable internal and external threats to their
operational continuity, including natural disasters, pandemic disease, climate change extreme
events and terrorist attacks, for example.
Therefore, water utilities and megacities should be prepared for such disruptions, identifying the
actions needed to become resilient. At EPAL, several actions were implemented in order to
improve the ability to anticipate, monitor, control, prevent, respond to and recover from or adapt
to disturbances or disruptive events, so that critical functions can be preserved regardless of
the circumstances.
These actions also enhance management of extrinsic threats and systemic risk, support
development of proactive, preventative, reactive or adaptation strategies, while securing longlasting trust and confidence from customers.
Examples of this type of actions include: development of Contingency Plans, aiming to respond
to different situations, such as droughts, floods, pandemics, fires, ashes in the raw water, strikes,
etc.; increasing of Security, supported on technological solutions; in-house development of
technologies to produce chemicals associated with the water treatment process (eg Sodium
Hypochlorite), in order to reduce dependence on external providers and entities.

3.2 OUTCOMES OF THE SECOND PHASE - STRATEGIC RISKS’ ASSESSMENT IN THE MID- AND
LONG-TERM
The outcomes of the second phase – Strategic Risks’ assessment in the mid- and long-term –
include the characterization of megatrends (trends that expand over a generation), the selection of keydrivers (forces, factors and uncertainties that create or drive change within one‘s business or institutional
environment) and the construction of future scenarios (consistent stories of how the future may develop).
This allowed the strategic risks to be reassessed under the consideration of each scenario.
Climate change and the probabilistic forecast of aging water mains’ failures were the two
megatrends taken into account to build the future scenarios. These themes had been object of previous
research by EPAL, so the respective results were incorporated in the present research.
The key-drivers identified were the following: Organizational change, Economic development/
state of the economy, Energy prices, Consumption patterns and Environmental behavior, Infrastructure
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development, Technology development, Environmental legislation (EU and national), Water quality and
Water quantity.
Using the morphological analysis to combine the different states that each key-driver may
assume and taking into account the expected evolution of the megatrends, four scenarios aroused as
plausible (Figure 5): (i) Reference Scenario; (ii) Water Scarcity; (iii) Financial resources' scarcity; and
(iv) Strong economic growth.

Figure 5 - Selected scenarios – narratives
Challenging the influence diagram under the context of each narrative permitted to re-evaluate
the likelihood and consequence of the strategic risks (Figure 6), thus allowing to anticipate how these
may evolve in the long-term.

Figure 6 - Evolution of baseline strategic risks: Reference Scenario (left) and Scenario 1 e Water
scarcity (right)
It stands out that climate change plays an important role in shaping the future. In this context,
the project Adaptaclima-EPAL, developed by a team composed by researchers from Portuguese
universities and by EPAL experts, was of upmost importance.
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Adaptaclima-EPAL
It has already been shown by several international studies that southern European regions and
the Mediterranean in general will be most affected by climate change, with the water sector being
particularly vulnerable.
Conscious of its responsibility associated with the provision of a service which is essential for
ensuring the quality of life of around one-third of the Portuguese population and considering the theme
of climate change, EPAL developed the Adaptaclima-EPAL Project. The main objectives of this project
were to assess the potential impact of climate change on the supply system and to identify adaptation
measures required to reduce its vulnerability in the short, medium and long-term.
The approaches adopted for development of each phase of the Adaptaclima project, as well as
the respective results, are described in EPAL Technical Editions (2014b).
Since the main conclusion was that EPAL's system is not subject to significant vulnerability from
the potential effects of climate change, it was decided to devise a flexible adaptation plan, based on
indicator monitoring. Should these thresholds be reached, additional adaptation measures will be
implemented, thus avoiding unnecessary anticipation of investments whilst also not permitting them to
be delayed in such a way that their lack of implementation could jeopardise full compliance with EPAL’s
mission.
In addition to the Adaptaclima project, which was developed specifically to meet the
characteristics of its own system, EPAL has participated in European Research projects, namely as a
partner in Prepared – Enabling Change (2010-2014) and in BINGO – Bringing Innovation to Ongoing
water management - a better future under climate change (2015-2019); and also as an invited
stakeholder in the Impressions - Impacts and risks from high-end scenarios: Strategies for innovative
solutions project.

Conclusions
The joint collaboration between EPAL and Cranfield University proved to be an excellent means to
establish the liason between science and practice. With the PhD thesis, EPAL developed a novel
approach for strategic risk management in water utilities linking risk and futures, which was recognized
by the IWA (PIA honor award) and won the Biennial Prize of the Portuguese Association of Water
Resources.
This work allowed the company to (i) have an integrated view of its strategic risks, with an influence
diagram; and (ii) to anticipate how those risks might change in the mid- and long-term.
Never before the role of smart technologies in securing Resilience had been shown in such an objective
way. In fact, the systemic diagram explicitly demonstrates how a failure in the different smart solutions
implemented at EPAL may impact on one or more strategic objectives. Furthermore, never before risk
management had been combined with foresight analysis to explore how a portfolio of strategic risks may
evolve in the mid- and long-term.
We strongly believe this approach can be adopted by other entities with management roles in megacities, contributing to leverage their pathway towards resilience. In fact, the European Commission (EC)
recently adopted the first strategic forward-looking report to identify emerging problems and
opportunities to better guide the European Union's strategic choices, introducing a comprehensive
concept of "EU resilience".
The overall goal is to guide the necessary transitions in a sustainable way and adapted to the
specificities of each city, keeping strategic risks at acceptable levels. The approach described in this
paper helps to develop future-prepared strategies and ensure that short-term actions are consistent with
long-term objectives.
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Forums such as EauMega reveal themselves excellent platforms to promote the sharing of experiences
in order to predict the emerging megatrends and the challenges that are in the horizon, allowing to
assess whether the approaches and strategies adopted are the most appropriate to make water utilities,
and consequently megacities, more resilient.
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